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Ethernet Ring Protection Protocol 
Table 135 displays the Brocade devices and the Ethernet Ring Protection (ERP) features they 
support.

TABLE 135  Supported Ethernet Ring Protection features

Features 
supported

Brocade 
NetIron XMR 
Series

Brocade 
MLX Series

Brocade 
NetIron CES 
2000 Series 
BASE 
package

Brocade 
NetIron CES 
2000 Series 
ME_PREM 
package 

Brocade 
NetIron CES 
2000 Series 
L3_PREM 
package

Brocade 
NetIron CER 
2000 Series 
Base 
package

Brocade 
NetIron CER 
2000 Series 
Advanced 
Services 
package

Signal fail Yes Yes Yes Yes Yes Yes Yes

Manual switch Yes Yes Yes Yes Yes Yes Yes

Forced switch Yes Yes Yes Yes Yes Yes Yes

Dual-end 
blocking

Yes Yes Yes Yes Yes Yes Yes

Non-revertive 
mode

Yes Yes Yes Yes Yes Yes Yes

Interconnected 
ring

Yes Yes Yes Yes Yes Yes Yes

ERP PBB 
(Support for 
Brocade NetIron 
CES and 
Brocade NetIron 
CER)

No No No Yes Yes No Yes

ERP over PBB 
VPLS VLAN
(Support for 
Brocade NetIron 
CES and 
Brocade NetIron 
CER)

Yes Yes No No No No No

ERP support for 
PBB

Yes Yes No No No No No

FDB flush 
optimization

Yes Yes Yes Yes Yes Yes Yes
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Ethernet Ring Protection22
Ethernet Ring Protection
Ethernet Ring Protection (ERP), a non-proprietary protocol described in ITU-T G.8032 (Version 1 and 
2), integrates an Automatic Protection Switching (APS) protocol and protection switching 
mechanisms to provide Layer 2 loop avoidance and fast reconvergence in Layer 2 ring topologies. 
ERP supports multi-ring and ladder topologies. ERP can also function with IEEE 802.1ag to support 
link monitoring when non-participating devices exist within the Ethernet ring.

You can enable one instance of ERP on a device. Changes to a master VLAN apply to the member 
VLANs.

NOTE
Before configuring ERP, you must configure a VLAN and the ports you require for your deployment.

This chapter describes ERP components, features, and how to configure, and manage ERP.

Ethernet Ring Protection components
An ERP deployment consists of the following components:

• Roles assigned to devices, called Ethernet Ring Nodes (ERN)

• Interfaces

• Protocols — ERP alone or with IEEE 802.1ag

• ERP messaging

• ERP operational states

• ERP timers

ERN roles

In an Ethernet ring topology you can assign each ERN one of three roles:

• Ring Protection Link Owner (RPL owner) — One RPL owner must exist in each ring; its role is to 
prevent loops by maintaining a break in traffic flow to one configured link while no failure 
condition exists within the ring. 

• Non-RPL node — Multiple non-RPL nodes, can exist in a ring; but they have no special role and 
perform only as ring members. Ring members apply and then forward the information received 
in R-APS messages.

• Ring Protection Link (RPL) node — RPL nodes block traffic to the segment that connects to the 
blocking port of the RPL owner. The RPL node is used in dual-end blocking and is part of the 
FDB optimization feature.

Each device can only have one role at any time. Non-ERN devices can also exist in topologies that 
use IEEE 802.1ag.

ERN interfaces

In addition to a role, each ERN has two configured interfaces:

• Left interface

• Right interface
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Ethernet Ring Protection 22
Traffic enters one interface (ingress) and exits the device using the other interface (egress). The 
right and left interfaces are physically connected.

You must configure these left and right interfaces in the same pattern across all ERNs within a 
topology. For example you can assign the interfaces as left/right, left/right, left/right, and so on. It 
is not acceptable, however, to assign interfaces in random order, such as left/right in the 
configuration of one ERN and then right/left in the configuration of the next ERN.

Protocols

You can configure standalone ERP or ERP with IEEE 802.1ag support.

Using standalone ERP
When using standalone ERP, all devices have a role, and all devices participate at least as ERP 
members.

Ring-APS (R-APS) messages are sent at initial start-up of a configuration and periodically when link 
or node failures or recoveries occur. Each ERN applies the information received in the R-APS 
messages and forwards the received RAPS messages if both ports are in the forwarding state. 

The sending ERN terminates the message when it receives a message originally sent from itself. 

Configurable timers prevent ERNs from receiving outdated messages and decrease failure 
reporting time to allow increased stability within the topology. 

To properly configure and troubleshoot ERP, an understanding of the messaging, operational 
states, and timers is essential. For more information about the ERP protocol, see ITU-T G.8032.

Using ERP with IEEE 802.1ag support
When you have other nonparticipating switches in the ring, you can use the IEEE 802.1ag support 
to perform link health checks to the next ERN.

With IEEE 802.1ag configured, the ERNs within the ring send Continuity Check Messages (CCM) to 
verify the integrity of their own links. If a node is not receiving CCMs or if a link goes down, a failure 
is reported to the ring through R-APS messages. See Figure 114.

FIGURE 114 ERP with IEEE 802.1ag support
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Ethernet Ring Protection22
Figure 114 shows a segment with ERNs 3 and 4 and two non-participating switches located on the 
same network segment between them. When ERNs 3 and 4 stopped receiving CCMs, the following 
actions occurred on ERNs 3 and 4:

1. Blocked the failed port

2. Transmitted a R-APS (SF) message

3. Unblocked the non-failed port

4. Flushed the FDB

5. Entered the Protection state

As a result, ERN 2, the RPL owner, unblocked the RPL, and the topology became stable and loop 
free.

ERP messaging

In ERP, ERNs send R-APS messages. Figure 115 shows the general R-APS packet structure. For 
details about the packet structures, see ITU-T G.8032.

FIGURE 115 R-APS packet structure
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Ethernet Ring Protection 22
The destination MAC address (Dst Mac) is the first element in the packet and is of the form 
01-19-A7-00-00-<ERP ID>. The default value is 01. However, you can configure the ERP ID with the 
raps-default-mac command. In ITU-T G.8032 Version 1 the default value is always used. 

The Node ID indicates the base MAC address and can be found in the R-APS specific information 
part of a R-APS message.

ERP operational states

RPL nodes can be in one of six different states in Version 2:

• Init 

• Idle 

• Protection state, which is designated as a signal fail (SF) event in the R-APS

• Manual-switch (MS)

• Forced-switch (FS)

• Pending (not available if using Version 1)
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Ethernet Ring Protection22
When an ERP topology starts up, each ERN (in Init state) transmits a R-APS (NR). After start-up, the 
behavior varies by assigned role. Figure 116 on page 700 shows the initialization process for an 
ERN. 

FIGURE 116 Message exchange and actions during ERN initialization version 2

When the ring is in the Pending state, an ERN flushes the filtering database (FDB) if it receives any 
of the following state requests:

• Signal-fail (SF)

• No request (NR), RPL Blocked (RB)

NOTE
ITU-T G.8032 Version 1 does not use a Pending state, so from the Protection state ERNs enter the 
Idle state.

ERP timers

ERP provides various timers to ensure stability in the ring while a recovery is in progress or to 
prevent frequent triggering of the protection switching. All of the timers are operator configurable. 

• Guard timer — All ERNs use a guard timer. The guard timer prevents the possibility of forming a 
closed loop and prevents ERNs from applying outdated R-APS messages. The guard timer 
activates when an ERN receives information about a local switching request, such as after a 
switch fail (SF), manual switch (MS), or forced switch (FS). When this timer expires, the ERN 
begins to apply actions from the R-APS it receives. This timer cannot be manually stopped.

• Wait to restore (WTR) timer — The RPL owner uses the WTR timer. The WTR timer applies to the 
revertive mode to prevent frequent triggering of the protection switching due to port flapping or 
intermittent signal failure defects. When this timer expires, the RPL owner sends a R-APS (NR, 
RB) through the ring. 

• Wait to Block (WTB) timers — This wait-to-block timer is activated on the RPL owner. The RPL 
owner uses WTB timers before initiating an RPL block and then reverting to the idle state after 
operator-initiated commands, such as for FS or MS conditions, are entered. Because multiple 
FS commands are allowed to co-exist in a ring, the WTB timer ensures that the clearing of a 
single FS command does not trigger the re-blocking of the RPL. The WTB timer is defined to be 
5 seconds longer than the guard timer, which is enough time to allow a reporting ERN to 

RPL owner Non-RPL node RPL node

Init state Init state Init state

1 Blocks the RPL
2 Sends a R-APS (NR)
3 Enters the Pending state.

1 Blocks the left interface
2 Sends a R-APS (NR)
3 Enters the Pending state

1 Blocks the left interface
2 Sends a R-APS (NR)
3 Enters the Pending state

4. Starts the WTR timer
5. (After the WTR expires) stops 
sending NR
6. Sends R-APS (NR, RB, DNF) 
7. Enters the Idle state

After receiving the (NR, RB, DNF) from 
the RPL owner:
1 Unblocks the non-failed blocking 

port
2 Stops sending (NR)
3 Enters the Idle state

After receiving the (NR, RB, DNF) from 
the RPL owner:
1 Blocks the RPL port
2 Unblocks the other ports
3 Enters the Idle state
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Initializing a new ERN 22
transmit two R-APS messages and allow the ring to identify the latent condition.

When clearing a MS command, the WTB timer prevents the formation of a closed loop due to 
the RPL owner node applying an outdated remote MS request during the recovery process.

• Hold-off timer — Each ERN uses a hold-off timer to delay reporting a port failure. When the 
timer expires, the ERN checks the port status. If the issue still exists, the failure is reported. If 
the issue does not exist, nothing is reported.

• Message interval — This is an operator configurable feature for sending out R-APS messages 
continuously when events happen.

Initializing a new ERN
A newly configured Version 2 ERP topology with four ERNs initializes as described in this section. 
The ERNs have the following roles:

• ERN 2 is the RPL owner.

• ERNs 1, 3, and 4 are non-RPL nodes.

Figure 117 shows the first step of initialization beginning from ERN 4, a non-RPL node. The actions 
of each ERN are:

• ERN 1 takes no action. Both ports are in the forwarding state.

• ERN 2 (RPL owner) takes no action. Both ports, including the RPL port, are in the VLAN port 
forwarding state.

• ERN 3 takes no action. Both ports are in the forwarding state.

• From the Init state ERN 4 stops all timers (guard, WTR, WTB), blocks the left port, unblocks the 
right port, transmits R-APS (NR) messages, and enters the Pending state.

FIGURE 117 Initializing an ERN topology - I

Figure 118 on page 702 shows the next sequence of events. Next, ERN 1 initializes. The actions of 
each ERN are:

• ERN 1 stops all timers (guard, WTR, WTB), blocks the left port, unblocks the right port, 
transmits R-APS (NR) messages, and enters the Pending state.
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Initializing a new ERN22
• ERN 2 takes no action. Both ports are in the forwarding state.

• ERN 3 takes no action. Both ports are in the forwarding state.

• ERN 4 stays in the Pending state, transmits R-APS (NR) messages, and continues to block the 
left interface.

FIGURE 118 Initializing an ERP topology - II

Figure 119 shows the next sequence of events. The actions of each ERN are:

• ERN 1 terminates R-APS received on the blocked port, unblocks the non-failed port, stops 
transmitting R-APS (NR) messages, and enters the Pending state.

• ERN 2 takes no action.

• ERN 3 takes no action.

• ERN 4 stays in the Pending state and transmits R-APS (NR) messages.

FIGURE 119 Initializing an ERP topology - III
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Initializing a new ERN 22
Figure 120 shows the next sequence of events. The actions of each ERN are:

• ERN 1, from the Pending state, unblocks the left interface, stops sending R-APS (NR) and stays 
in the Pending state. Now both interfaces are in the forwarding state.

• ERN 2 takes no action.

• ERN 3 takes no action.

• ERN 4 stays in the Pending state and transmits R-APS (NR) messages. The left interface is 
blocked, and the right interface is in the forwarding state.

FIGURE 120 Initializing an ERP topology - IV

Figure 121 on page 704 shows the next sequence of events. Next ERN 2 initializes. The actions of 
each ERN are:

• ERN 1 stays in the Pending state.

• ERN 2 (RPL owner), from the Init state, stops the guard timer, stops the WTB timer, blocks the 
RPL, unblocks the non-RPL port, enters the Pending state, transmits R-APS (NR) messages, 
and starts the WTR timer.

• ERN 3 takes no action.
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Initializing a new ERN22
• ERN 4 stays in the Pending state and transmits R-APS (NR) messages. The left interface is 
blocked.

FIGURE 121 Initializing an ERP topology - V

Figure 122 shows the next sequence of events. The actions of each ERN are:

• After the WTB timer expires, ERN 2 (RPL owner in the Pending state) transmits R-APS (NR, RB), 
and then ERN 2 enters the Idle state.

• ERN 1, still in the Pending state, forwards R-APS (NR, RB) and enters the Idle state.

• ERN 3 takes no action.

• ERN 4 from the Pending state and stops transmitting R-APS (NR).

FIGURE 122 Initializing an ERP topology - VI
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Signal fail 22
Lastly, ERNs 1, 2, and 3 are in the Idle state, and ERN 4 changes the blocking port to the 
forwarding state. All ERNs remain in the Idle state. See Figure 123.

FIGURE 123 Initializing an ERP topology - VII

Signal fail
Signal fail and signal fail recovery provide the mechanism to repair the ring to preserve connectivity 
among customer networks.

ERP guarantees that although physically the topology is a ring, logically it is loop-free. One link, 
called the Ring Protection Link (RPL), is blocked to traffic. When a non-RPL link fails in the ring, the 
signal failure mechanism triggers and causes the RPL to become forwarding. Later, signal fail 
recovery can occur to restore the ring to the original setup.

Convergence time is the total time that it takes for the RPL owner to receive the R-APS (NR) 
message and block the RPL port until the ERN with the failed link receives notice and unblocks the 
failed link. 
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Signal fail22
Figure 124 shows a simple Ethernet ring topology before a failure. This diagram shows dual-end 
blocking enabled (thick line) between ERNs one (RPL node) and 6 (RPL owner). ERNs 3, 2, 4, and 5 
are non-RPL nodes.

FIGURE 124 ERP topology

Figure 125 shows the same Ethernet ring topology after a failure at the forwarding port of ERN 4 
when a signal fail triggered, and ring protection was needed. ERN 6 unblocked the RPL port and 
the RPL node changed the blocking port to the forwarding state.

FIGURE 125 ERP topology in a Protected state
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Manual switch 22
Manual switch
In the absence of a failure, an operator-initiated manual switch (MS) moves the blocking role of the 
RPL by blocking a different ring link and initiates the node sending a R-APS (MS) to inform the RPL 
owner to unblock the RPL. This can occur if no higher priority request exists in the ring. See 
Figure 126. The thick line between ERNs 1 and 2 indicate that dual-end blocking is enabled.

FIGURE 126 Manual Switch example

The node, which receives the R-APS (MS), forwards it to the adjacent nodes. If the receiving node is 
already in the Idle or Pending state, it unblocks the non-failed port and stops transmitting R-APS 
messages. Only one MS can exist in the topology at any time. An MS condition has to be manually 
cleared with the no command. 

NOTE
If any ERN is in an FS state or in a protected state through an SF event and an operator tries to 
configure an MS, the ERN will reject the request. 

When a manual switch is cleared by an operator on the same node on which the MS is configured, 
the node keeps the port in a blocking state, sends out a R-APS (NR) to the adjacent node, and 
starts the guard timer. Other nodes that receive the R-APS (NR) forward the message. When the 
RPL owner receives this message, then the RPL owner starts the WTR timer. When the WTR timer 
expires, the RPL owner sends out a R-APS (NR, RB), blocks the RPL, and flushes the FDB. Other 
nodes in the topology that receive the R-APS (NR, RB) unblock any non-failed port and flush the 
FDB. 
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Manual switch22
Figure 126 shows a manual switch on ERN 3, which is a non-RPL node. In order to clear the MS 
condition, the operator must enter the manual switch command from ERN 3. The sequence of 
messages and actions is as shown in Figure 127 on page 708.

FIGURE 127 MS on Non-RPL node

After the manual switch is triggered, the operator can clear it with the no command and MS 
recovery will begin. Figure 128 shows the sequence of events during the MS recovery process.

FIGURE 128 MS recovery process

Non-RPL node with error (ERN 3) RPL owner (ERN 1) and RPL node (ERN2) Other Non-RPL node (ERN 4)

From the Idle state, ERN3:
1 Blocks the MS port
2 Sends the RAPS (MS)
3 Flushes the FDB
4 Enters the manual switch (MS) 

state 

From the Idle state, ERN 4:
1 Forward R-APS (MS)
2 Flush the FDB
3 Enter the MS state

From the Idle state, ERN 1:
1 Forwards R-APS (MS)
2 Unblocks the RPL
3 Flushes the FDB
4 Enters the MS state

Non-RPL node with error (ERN 3) RPL owner (ERN 1) RPL node (ERN2) with dual-end 
blocking enabled

Non-RPL node (ERN 4) 

From the MS state, ERN 3:
1 Stops sending R-APS (MS)
2 Sends R-APS (NR)
3 Continues to block the port
4 Enters the Pending state

From the MS state, ERN 1:
1 Receives the R-APS (NR)
2 Starts the WTB timer
3 Forwards the R-APS (NR)
4 Enters the Pending state
5 After the WTB timer 

expires, blocks the RPL
6 Flushes the FDB
7 Sends R-APS (NR, RB)
8 Enters the Idle state

From the MS state, ERN 2:
1 Receives the R-APS (NR)
2 Forwards the R-APS (NR)
3 Enters the Pending state

From the MS state, ERN 2:
1 Receives the R-APS (NR)
2 Forwards the R-APS (NR)
3 Enters the Pending state

From the Pending state, ERN 3:
5. Receives the R-APS (NR, RB) 
and unblocks the blocking port
6. Forwards the R-APS (NR, RB)
7. Flushes the FDB
8. Enters the Idle state

From the Pending state, ERN 2:
4. Blocks the RPL
5. Forwards the R-APS (NR, RB)
6. Flushes the FDB
7. Enters the Idle state

From the Pending state, ERN 4:
4. Forwards the R-APS (NR, RB)
5. Flushes the FDB
6. Enters the Idle state
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Forced switch
Forced switch (FS) is an operator-initiated mechanism that moves the blocking role of the RPL to a 
different ring link followed by unblocking the RPL, even if one or more failed links exist in the ring. 

The node configured to initiate an FS blocks the port and sends out a R-APS (FS) to inform other 
nodes to unblock any blocked ports (including failed ones) as long as no other local request with 
higher priority exists. The RPL owner unblocks the RPL and flushes the FDB. 

Any node accepting a R-APS (FS) message stops transmitting R-APS messages. 

Multiple FS instances can be configured in the topology even when the topology is in the same 
segment where an FS is being cleared by no command. When an operator clears an FS on the 
same node where an FS is configured, this node keeps the port in the blocking state, sends out a 
R-APS (NR) to adjacent nodes, and starts the guard timer. Other nodes that receive the R-APS (NR) 
forward the message. When the RPL owner receives this message, the RPL owner starts the WTB 
timer. When the WTB timer expires, the RPL owner sends out a R-APS (NR, RB), blocks the RPL, and 
flushes the FDB. Other nodes in the topology that receive the R-APS (NR, RB) unblock any 
non-failed port and flush the FDB. 

An FS request can be accepted no matter what state the topology is in. Since the local FS and 
R-APS (FS) are higher priority than SF; an SF occur i ng later than FS will not trigger the SF process. 
In addition, because the local FS and R-APS (FS) are higher priority than SF, when a node receives 
a R-APS (FS) without any local higher priority event, it will unblock any blocked port. The node with 
the failed link also unblocks the blocked port; but because the link has failed, the topology is 
broken into segments. 

Since the local FS and R-APS (FS) are higher priority than a local SF clear when the link failure is 
removed without any local higher priority event, the nodes with the recovering link do not trigger SF 
recovery. 

After the operator clears the FS condition on the node, the node starts the guard timer and sends 
out a R-APS (NR). When the RPL owner receives a R-APS(NR), it stops the WTB timer and starts the 
guard timer. The RPL owner blocks the RPL and sends out a R-APS (NR, RB). Any node receiving a 
R-APS (NR, RB) unblocks the non-failed blocked port. If the guard timer is still running on the node 
with previous FS, this node ignores R-APS messages until the guard timer expires. The topology is 
again broken into segments. After this node processes the R-APS (NR, RB), however, it unblocks the 
blocked node; and the topology is in a loop free state and in one segment. 

Figure 129 shows a port failure on ERN 4. 

FIGURE 129 Single forced switch scenario
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Forced switch22
Figure 130 shows the sequential order of events triggered as a result of an operator-initiated 
forced switch command entered from ERN 4.

FIGURE 130 Single FS process--operator entered the forced switch command from ERN 4

RPL owner (ERN1) Non-RPL node (ERN 2) Non-RPL node (ERN 3) Non-RPL node (ERN 4)

Idle Idle Idle From the Idle state, ERN 4:
1 Processes the Forced 

Switch command
2 Blocks the requested 

port
3 Transmits R-APS (FS)
4 Unblocks the 

non-requested port
5 Flushes the FDB
6 Enters the Forced 

Switch (FS) state

From the Idle state, ERN 1: 
1 Unblocks the RPL
2 Flushes the FDB for 

first time
3 Forwards R-APS(FS)
4 Enters the FS state

From the Idle state, ERN 2:
1 Unblocks the port
2 Flushes the FDB for 

the first time
3 Forwards R-APS(FS)
4 Enters the FS state

From the Idle state, ERN 3:
1 Unblocks the port
2 Flushes the FDB for the 

first time
3 Forwards R-APS(FS)
4 Enters the FS state

From the FS state, ERN 1 
forwards R-APS 

From the FS state, ERN 2 
forwards R-APS 

From the FS state, ERN 3 
forwards R-APS 

From the FS state, ERN 4:
7. Transmits R-APS(FS)
8. Terminates the received 
R-APS on the blocking port
9. Terminates its own 
R-APS(FS)

All ERNs remain in FS state.
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Next, the operator enters the no command to clear the forced switch. For this example, the 
operator initiated the forced switch from ERN 4 and must clear it from ERN 4. Figure 131 on 
page 711 shows the forced switch recovery process in sequential order. 

FIGURE 131 FS clear process

RPL owner (ERN1) Non-RPL node (ERN 2) Non-RPL node (ERN 3) Non-RPL node (ERN 4)

From the FS state, ERN 4:
1 Starts the guard timer
2 Stops transmitting 

R-APS(FS
3 Transmits R-APS(NR)
4 Keeps blocking the 

port 
5 Enters Pending state

From FS state, ERN 1:
1 Forwards R-APS
2 Starts the guard timer
3 Starts the WTB timer
4 Enters Pending state

From FS state, ERN 2:
1 Forwards R-APS
2 Starts the guard timer
3 Enters the Pending 

state

From FS state, ERN 3:
1 Forwards R-APS
2 Starts the guard timer
3 Enters the Pending 

state

After the WTB timer expires, 
from the Pending state ERN 
1:
5. Blocks the RPL port
6. Transmits R-APS(NR,RB)
7. Unblocks the non-RPL port
8. Flushes the FDB
9. Enters the Idle state

From the Pending state, 
ERN 2:
4. Flushes the FDB
5. Forwards R-APS(NR,RB)
6. Enters the Idle state

From the Pending state, 
ERN 3:
4. Stops transmitting 
R-APS
5. Unblocks ports
6. Flushes the FDB
7. Forwards R-APS(NR,RB)
Enters the idle state

From the Pending state, 
ERN 4:
6. Stops transmitting 
R-APS
7. Unblocks ports
8. Flushes the FDB
9. Forwards R-APS(NR,RB)
10. Enters the Idle state

From the idle state, ERN 1:
10. Receives its own 
R-APS(NR,RB)
11. Stops transmitting R-APS
12. Remains in the Idle state
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Double Forced Switch
A local FS is of a higher priority than a received R-APS (FS); therefore, the local FS request blocks 
the port even when the node receives a R-APS(FS) from another FS request of another node. 

After the first FS clears, the node starts the guard timer and sends out a R-APS (NR). The adjacent 
nodes of the first cleared FS node will not process or forward the R-APS (NR) because they are still 
receiving R-APS (FS) from the second FS node. When the first FS node receives R-APS (FS) from the 
second FS nodes, it unblocks any blocked port and stops transmitting any lower priority R-APS 
messages. At this point, the topology follows the single FS process, as previously described.

Dual-end blocking
Dual-end blocking is a user configurable feature to directly conserve bandwidth of the RPL and 
indirectly conserve processing power of the RPL owner. When you configure a node in a major ring 
adjacent to the RPL owner to be an RPL node with dual-end blocking enabled, data traffic and 
R-APS messages will not be forwarded to the blocked port of the RPL owner.

When a failure occurs in the ring and the RPL node (not the RPL owner) receives a R-APS (of type 
SF, FS, or MS), the RPL node unblocks the configured dual-end blocked port. When the RPL node 
receives a R-APS (NR, RB), it reblocks the originally configured dual-end blocked port. To configure 
dual-end blocking you need to configure the RPL and dual-end blocking on both the RPL owner and 
the adjacent peer (RPL node).

Non-revertive mode
In non-revertive mode, the traffic channel is allowed to use the RPL, if it is not failed, after a switch 
condition clears. In the recovery from a Protection state, the RPL owner generates no response 
regarding the reception of NR messages. When other healthy nodes receive the NR message, there 
is no action in response to the message. After the operator issues a no command for non-revertive 
mode at the RPL owner, the non-revertive operation is cleared, WTB or WTR timer starts, as 
appropriate, and the RPL owner blocks its port to the RPL and transmits a R-APS (NR, RB) 
message. Upon receiving the R-APS (NR, RB), any blocking node should unblock its non-failed port. 

Interconnected rings
Interconnected Rings consist of one major ring and one or more sub-rings with shared physical 
links. The ring links between the interconnection nodes are controlled and protected by the ERP 
ring to which they belong. A sub-ring is similar to the major ring in that each sub-ring has an RPL 
and an RPL owner. The RPL owner can be configured in any node belonging to the ring.
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The dotted lines in Figure 132 on page 713 show two of the many potential sub-rings that you can 
configure.

FIGURE 132 Interconnected rings with major and sub rings shown

When a sub-ring initializes, each ERN in the non-closed ERP sends out a R-APS (NR). After the RPL 
owner receives a R-APS (NR), it blocks the RPL; and the RPL owner sends out a R-APS (NR, RB). The 
shared link remains blocked even if the shared link has a SF error. The blocking state in ERP means 
the R-APS channel is blocked at the same port where the traffic channel is blocked, except on 
sub-rings without use of R-APS virtual channel. 

Virtual channel support is not available in release 5.1.0. A sub-ring in segments interconnecting 
major rings is not supported. Figure 133 on page 713 shows a major ring and two segments not 
supported as a sub-ring.

Blocking prevents R-APS messages received at one ring port from being forwarded to the other ring 
port; it does not prevent the R-APS messages locally generated at the ERP control process from 
being transmitted over both ring ports, and it also allows R-APS messages received at each port to 
be delivered to the ERP control process. 

Each ERN in a major ring terminates R-APS messages received on a blocking port and does not 
forward the message if the port is in a blocking state. Each ERN in a sub-ring, however, still 
forwards the R-APS messages received on a blocking port.

FIGURE 133 Unsupported sub-ring in segments
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FBD flush optimization
The FDB stores the node ID and BPR sent in the R-APS messages. When an ERN receives a new 
R-APS message, it compares the received node ID and BPR to the node ID and BPR in its memory. 
If the pair vary from the previously stored pair, the ERN deletes the previous pair and stores the 
new pair. The device then triggers a FDB flush unless the DNF (No Not Flush) is set in the message.

FDB optimization is achieved with the following features:

• Non-revertive mode alleviates the need to flush the FDB after a link failure with link protection 
(SF) condition

• Dual-end blocking decreases attempted messages and traffic to the RPL blocking port

• Interconnected ring support to decrease the latency for messaging

• Do Not Flush (DNF) messages

Configuring ERP
To configure and initialize ERP using only APS you must set up one RPL owner and one or more 
Non-RPL nodes. The minimum configuration tasks are listed in this section.

Before configuring ERP, however, you must have already configured a VLAN and ports.

NOTE
ERP only supports topology-groups if the ERP interfaces are in the same VLAN

You must perform the following minimum configuration tasks for the RPL owner:

• Configure an ERP instance

• Set the left and right interfaces

• Set the role as owner

• Set the RPL

• Enable the configuration

You must perform the following minimum configuration tasks for each non-RPL node:

• Configure an ERP instance

• Set the left and right interfaces

• Enable the configuration

Sample configuration
The following example is of an ERP configuration consisting of four devices: an RPL owner, an RPL 
node, and two non-RPL nodes. 

NOTE
Before configuring any ERP settings, configure the VLAN and ports.
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Device 1 RPL owner

NOTE
Optionally, you can configure the non-revertive mode feature. This setting can only be set on the RPL 
owner.

(config)# erp 1

(config-erp-1)#right-interface vlan 2 e 1/2

(config-erp-1)#left-interface vlan 2 e 1/1 

(config-erp-1)#rpl vlan 2 e1/2

(config-erp-1)#rpl-owner 

(config-erp-1)#enable

Device 2 RPL node
(config)# erp 1

(config-erp-1)#right-interface vlan 2 e 1/2

(config-erp-1)#left-interface vlan 2 e 1/1

(config-erp-1)#rpl vlan 2 e 1/1

(config-erp-1)#enable

Device 3 Non-RPL node
(config)# erp 1

(config-erp-1)#right-interface vlan 2 e 1/2

(config-erp-1)#left-interface vlan 2 e 1/1

(config-erp-1)#enable

Device 4 Non-RPL node
(config)# erp 1

(config-erp-1)#right-interface vlan 2 e 1/2

(config-erp-1)#left-interface vlan 2 e 1/1 

(config-erp-1)#enable

Configuring ERP with IEEE 802.1ag
To configure and initialize ERP using APS and IEEE 802.1ag you must set up one RPL owner and 
one or more Non-RPL nodes. Other nonparticipating switches can exist in the ring. 

You must perform the following minimum configuration tasks for the RPL owner:

• Configure an ERP instance

• Set the left and right interfaces

• Set the role as owner

• Set the RPL
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• Enable the configuration

You must perform the following minimum configuration tasks for each non-RPL node:

• Configure an ERP instance

• Set the left and right interfaces

• Configure the maintenance entity group end points (MEP) from each ERN, which can have a 
role of RPL owner or non-RPL node, adjacent to switches not participating in the ERP 
configuration

• Enable the configuration

ERP commands
This section lists ERP configuration commands.

Assigning ERP IDs
You must assign an ERP ID. This ID number is used to:

• Filter and clear statistics associated with a particular ERP ID

• Delete the non-revertive mode in the case of an RPL owner

• Clear WTR and WTB timers

The erp_id value is a number from 1 to 255.

Syntax: erp <erp_id>

For example, to assign the number 10 to the ERP, enter:

(config)# erp 10

Naming an Ethernet Ring Node
From within the ERP configuration shell, you can optionally name an ERN with a meaningful name. 
The name must be 31 alphanumeric characters or fewer; and the name can use the “underscore” 
and “dash” special characters.

Syntax: [no] name <erp_name>

For example, to assign the name “to_brocade1” to an ERN with ID number 10, enter:

Brocade(config)# erp 10

Brocade(config-erp-10)# name “to_brocade1”

Use the no command to remove the name.
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Configuring the default MAC ID
You can configure the MAC ID. The device appends this ID number to the end of the permanent 
portion of the ERP MAC address (01-19-A7-00-00- <01 or ERP ID>) in R-APS messages. By default 
01-19-A7-00-00-01 is used as the dst MAC, which is always used by Version 1 of ITU-T 8032. If 
Version 2 is configured, then the raps-default-mac command can be negated by entering the no 
raps-default-mac command. The configured ERP ID will appear as the last 8-bit number in the 
destination MAC.

For more information about feature support for version 1 and 2, see “Setting the ITU-T G.8032 
version number” on page 722.

Syntax: [no] raps-default-mac

Configuring R-APS MEL value
The R-APS Maintenance Entity Group Level (MEL) value can be configured. The R-APS MEL value is 
carried in ERP PDUs. The default R-APS MEL value is 7. 

Syntax: [no] raps-mel <mel value>

Configuring R-APS topology change propagation
When there is a topology change in a sub-ring, the information needs to be propagated over the 
major ring. This propagation involves transmission of RAPS (MAC flush event) PDUs over the major 
ring associated with the sub-ring. This results in a filter database (FDB) flush on the major ring 
nodes. 

Syntax: [no] raps-propagate-tc

Enabling the ERP configuration
You must apply the enable command to activate an ERP configuration. You can use the no 
command to disable the configuration.

Within an interconnected ring topology, in the major ring, you must first configure two interfaces. In 
a sub-ring, at least one interface must first be configured before enabling the ERP instance.

Syntax: [no] enable

Example of a non-RPL node configuration in a major ring:

(config)# erp 1

(config-erp-1)#right-interface vlan 2 e 1/2

(config-erp-1)#left-interface vlan 2 e 1/1 

(config-erp-1)#enable
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Configuring interfaces
Each ERN in a major ring must have explicitly defined left and right interfaces so that ERP can 
function properly. ERNs in a sub-ring must have at least one interface defined so that ERP can 
function properly. 

For proper operation you must configure the interfaces following the same manner on each ERN, 
such as left/right, left/right, and so on.

In NetIron R05.3.00 the interface configuration commands have been enhanced to allow 
configuration of ERP with ESI VLANs.

Syntax: [no] left-interface [vlan <vlan-id> | esi <esi_name> vlan <vlan_id>] e <slot/number>

Syntax: [no] right-interface [vlan <vlan-id> | esi <esi_name> vlan <vlan_id>] e <slot/number> ]

Use the no command to remove the configuration of each interface.

Assigning the RPL owner role and setting the RPL
Each ring needs to have one RPL owner for each ring. The RPL owner’s role is to block traffic on one 
port when no failure exists in the ring. The blocked port will be the left interface that you initially 
configured. After configuring the ERN to be the RPL owner, you next must set the RPL. To set the 
RPL you need to specify the VLAN and Ethernet slot and port.

NOTE
When you assign the role of RPL owner, you must also configure the RPL.

Syntax: [no] rpl-owner

Syntax: [no] rpl [vlan <vlan-id> | esi <esi_name> vlan <vlan_id>] e <slot/number> 

Enabling sub-rings for multi-ring and ladder topologies
In multi-ring and ladder topologies, you can enable the multi-ring feature. 

Interconnected rings consists of one major ring and at least one sub-ring within the same VLAN or 
different VLANs. A sub-ring is not a complete ring. Nodes within a sub-ring can be configured as a 
one-arm ring. Each sub-ring must have its own RPL owner and RPL ports as appropriate. 

RPL ports and the RPL owner also need to be configured in a sub-ring. All ERP features are 
available in both major and sub-rings. 

R-APS PDUs only flow in the nodes with same ring ID. The R-APS PDU can be forwarded through the 
port in sub-ring blocking state.

Syntax: [no] sub-ring [parent-ring-id <erp-id>]

Parent-ring-id is used when there are different VLANs on the major ring and sub-ring. In such a 
case, use the parent-ring-id configuration to determine the ring to which the sub-ring is connected. 
The parent ring can be either another sub-ring or major ring connected to the sub-ring.

Use the no command to delete the sub-ring support.
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If you have six nodes you can put them in one ring. The latency time for packet transport, however, 
increases in big topologies even within the same VLAN, so it is better to separate them out. 

Configuring non-revertive mode
After the Ethernet Ring enters a protected state, if you do not want the topology to return to the 
original state you can use the non-revertive-mode command to keep it in the new state. Enter this 
command on the RPL owner only, and then enter the enable command.

Syntax: [no] non-revertive-mode

Use the no keyword to remove the non-revertive mode setting. 

Configuring and clearing a forced switch
An operator can use the forced switch (FS) mechanism when no errors, a single error, or multiple 
errors are present in the topology. You can enter this command multiple times. You need to 
explicitly specify the VLAN and Ethernet slot and port. 

Syntax: [no] forced-switch [vlan <vlan-id> | esi <esi_name> vlan <vlan_id>] e <slot/port>]

Use the no command to remove the forced switch mechanism. 

Configuring and clearing a manual switch
Manual switch (MS) is an operator-initiated process that manually blocks a desired port in a ring. 
You need to explicitly specify the VLAN, Ethernet slot, and port from the desired device. 

Syntax: [no] manual-switch [vlan <vlan> | esi <esi_name> vlan <vlan_id>] e <slot/port>]

Use the no command to remove the manual switch mechanism.

Configuring dual-end blocking
You can configure dual-end blocking to optimize your ERP configuration. The RPL node must be 
adjacent to the RPL owner.

When you configure the RPL on an ERN that is adjacent to the RPL owner, you are enabling the 
dual-end blocking feature and changing the ERN’s role to that of RPL node. You configure the RPL 
node with the rpl command. Before configuring dual-end blocking, you must verify that the RPL 
node is actually the correct peer and obtain the RPL link settings; an incorrect setting will cause 
incorrect port blocking.

NOTE
The RPL node must be a peer of the RPL owner, and the RPL must be configured on this peer; 
otherwise, the device will perform incorrect port blocking behavior.

Syntax: [no] rpl [vlan <vlan-id> | esi <esi_name> vlan <vlan_id>] e <slot/number> ]
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Configuring the guard timer
The guard timer prevents ERNs from acting upon outdated R-APS messages and prevents the 
possibility of forming a closed loop. The guard timer enforces a period during which an ERP 
topology ignores received R-APS. 

This timer period should always be greater than the maximum expected forwarding delay in which 
an R-APS message traverses the entire ring. The longer the period of the guard timer, the longer an 
ERN is unaware of new or existing relevant requests transmitted from other ERN and, therefore, 
unable to react to them.

The guard timer is used in every ERN, once a guard timer is started, it expires by itself. While the 
guard timer is running, any received R-APS request/state and Status information is blocked and not 
forwarded to the priority logic. When the guard timer is not running, the R-APS request/state and 
status information is forwarded unchanged.

NOTE
The Release 5.1.0 implementation of the guard timer differs from the ITU-T G.8032 document. The 
standard defines the guard timer period as configurable in 10 ms increments from 10 ms to 2000 
ms (2 seconds) with a default value of 500 ms.

The guard timer is activated when an ERN receives an indication that a local switching request, 
such as a clear signal fail, manual switch, or forced switch, is cleared.

The guard timer can be configured in 100ms increments from 1200ms to 4000ms (4 seconds); 
the default value is 1500ms (1.5 seconds). The guard timer cannot be stopped manually.

Syntax: guard-time <time-value>

Configuring and clearing the wait to restore timer
For SF recovery situations, you can configure the wait to restore (WTR) timer on the RPL owner to 
prevent frequent operation of the protection switching due to the detection of intermittent signal 
failures. When recovering from a Signal Failure, the WTR timer must be long enough to allow the 
recovering network to become stable.

This WTR timer is activated on the RPL Owner Node. When the relevant delay timer expires, the RPL 
owner initiates the reversion process by transmitting an R-APS (NR, RB) message. The WTR timer is 
deactivated when any higher priority request preempts this timer. The WTR timers may be started 
and stopped. A request to start running the WTR timer does not restart the WTR timer. A request to 
stop the WTR timer stops the WTR timer and resets its value. The Clear command can be used to 
stop the WTR timer. While WTR timer is running, the WTR running signal is continuously generated. 
After the WTR timer expires, the WTR running signal is stopped, and the WTR Expires signal is 
generated. When the WTR timer is stopped by the clear command, the WTR Expires signal is not 
generated. 

When configured, the RPL owner waits until the timer expires before transmitting the R-APS(NR,RB) 
message to initiate the reversion process. While the timer is in effect, the WTR running signal is 
continuously generated. You can configure the WTR timer in 1 minute increments from 1 to 12 
minutes; the default value is 5 minutes.

This timer can be stopped by issuing the clear erp <erp_id> wtr-timer command. 

Syntax: wtr-time <time-value>
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Testing the WTR timer
You can enter the fast-wtr-time command to test your configuration. Instead of having to wait 5 
minutes for the timer to expire, you wait 5 seconds. This command changes the timer’s unit of 
measure from minutes to seconds.

Syntax: [no] fast-wtr-time

Use the no command to return the unit of measure to minutes. 

Configuring and clearing the WTB timer
The WTB timer ensures that clearing of a single FS command does not trigger the reblocking of the 
RPL when multiple FS situations co-exist in an Ethernet Ring. When recovering from an MS or FS 
command, the delay timer must be long enough to receive any latent remote FS or MS. 

While it is running, the WTB running signal is continuously generated. The WTB timer is 5000ms (5 
seconds) longer than the guard timer. You can configure this timer in 100 ms increments from 
5100ms to 7000ms (7 seconds); the default value is 5500ms.

The WTB timer can be stopped through the CLI by entering the clear erp <erp_id> wtb-timer 
command.

Syntax: wtb-time <time-value>

Configuring a hold-off timer
The hold-off timer is used in each ERN to prevent unnecessary Signal Fail events due to port 
flapping. If you configure a non-zero hold-off timer value, when a link error occurs, the event will not 
be reported immediately. When the hold-off timer expires, ERP checks if the error still exists.

The hold-off timer is used in every ERN. When a new defect occurs (new SF), this event will not be 
reported immediately to trigger protection switching if the provisioned hold-off timer value is 
non-zero. Instead, the hold-off timer is started. When the hold-off timer expires, the trail that 
started the timer is checked as to whether a defect still exists. If one does exist, that defect is 
reported and protection switching is triggered.

You can configure the hold-off timer in 100ms increments from 0 to 10,000 ms (10 seconds); the 
default value is 0 ms. The hold-off timer value cannot be stopped through the CLI.

Syntax: holdoff-time <time-value>

Configuring the message interval time

The message interval time of R-APS messages continuously sent within an ERP ring can be 
configured. You can configure the interval in 100ms increments from 100ms to 5000ms (5 
seconds); the default value is 5000ms.

Syntax: message-interval <time-value>
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Configuring IEEE 802.1ag support
You can enable IEEE 802.1ag support by entering the dot1ag-compliance command. By enabling 
this protocol, ERNs with non-ERN switches between them can be notified when the domain goes 
down. You need to enter the domain name, MA name, and MEP value of the domain with which to 
associate this ERP.

Syntax: [no] dot1ag-compliance domain-name <name> ma-name <name> mep <mep_value>

Setting the ITU-T G.8032 version number
You can configure the ERP configuration to use G.8032 version 1 or 2. The default value is version 
2. Table 136 lists the feature and MAC ID differences between versions 1 and 2.

NOTE
The ERP version command does not have a shortened form. You must enter the complete command.

Syntax: version < version_number>

You can view the version by entering the show erp command. The version appears on the top line 
directly after the ERP ID.

TABLE 136 Feature differences between G.8032 version 1 and 2

Version Supported ERP features Treatment of MAC ID

1 • Signal Fail
• Signal Fail recovery

Always uses 01:19:A7:00:00:01 as 
the ERP ID in R-APS messages

2 • Signal Fail
• Signal Fail recovery
• Manual Switch
• Forced Switch
• Non-revertive
• Interconnected rings
• RPL configuration on non-RPL owner

Allows use of the ERP ID for the last 
two bytes of the MAC ID 
(01:19:A7:00:00:erp-id)
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ERP over ESI VLAN
(Brocade NetIron CES and Brocade NetIron CER)

ERP PBB is supported for Brocade NetIron CES and Brocade NetIron CER starting with the release 
of NetIron R0.5.3.00. Figure 134 shows a diagram of one of the sample topologies that shall be 
used for deploying ERP over PBB using the ESI model. In the diagram, Ring 3 is the major ring while 
all others are sub-rings. Each ESI VLAN will be running a separate instance of ERP. Any ring can act 
as a major ring. However, it is recommended that the B-VLAN be used as a part of Major ring.

When a network involves PB and PBB rings, one of the PBB ring must be configured as a major ring. 
In the case of a PB only network, a PB ring can be the major ring. There can be only one major ring 
in a given network.

FIGURE 134 ERP configuration over ESI network

In general scenarios of ERP, a multiple VLANs span across multiple rings forming a major ring and 
sub-rings. The major ring and sub-ring is determined by the ERP configuration and the ERP protocol 
operates keeping in focus the traffic flow. 

Interconnection Rings with different VLANs
In the ESI model, traffic flow is determined by the mapping of one ESI VLAN relationship to another 
ESI VLAN. In Figure 134, the ESI CVLAN1 is a client for the ESI SVLAN1 instance. So traffic from 
Ring 1(CVLAN1) gets encapsulated with an S-TAG (SVLAN1) in Ring 2. Similarly, ESI SVLAN1 is a 
client for the ESI BVLAN1 instance, resulting in traffic from Ring 2 encapsulated with a PBB header 
in Ring 3. The traffic forwarding from Ring 3 towards Ring 4 and Ring 5 occurs as in any normal 
VLAN as all the rings are running on same VLAN (BVLAN1). 

To support the ERP over ESI model, each ring needs to run its own ERP instance with an ESI VLAN. 
For Ring 1, the ERP instance needs to run on CVLAN1, for Ring 2 on SVLAN1 and for Rings 3, 4 and 
5 on BVLAN1. Some of the nodes, such as DUT17 and DUT18, connect one ERP ring to another 
ERP ring. These are called interconnection nodes. Each interconnection node in Figure 134, runs 
two instances of ERP. For example, in the case of DUT17 one ERP instance is run for Ring 1 on 
CVLAN1 and another ERP instance for Ring 2 on SVLAN1. 
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The interconnection nodes play a vital role in traffic forwarding and should be aware of ERP 
instances associated with each other within the node. In Figure 134, the DUT17 interconnection 
node needs to be aware of Ring 1 being a sub-ring of the Ring 2 ERP instance. This association is 
important as it is required to perform a FDB flush in Ring-2 on receiving R-APS (SF) messages from 
Ring-1 . 

Interconnection Rings with same VLANs
The PBB case such as in Figure 135, where one B-VLAN span across multiple rings, the ring 
mapping will still be maintained as it helps push the events from sub-rings to major ring.

The PB case will be also handled similarly.

FIGURE 135 ERP configuration with same VLAN

Sample configurations

PB ring node

FIGURE 136 PB ring node sample configuration

PE-2 Configuration with S-VLAN 200:
!
esi svlan encapsulation svlan
vlan 200

tagged ethe 1/1 ethe 1/2
!
erp 200

left-interface esi svlan vlan 200 ethe 1/1
right-interface esi svlan vlan 200 ethe 1/2
rpl-owner
sub-ring
rpl esi svlan vlan 200 ethe 1/2
enable

!
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interface ethernet 1/1
port-type provider-network
enable

!
interface ethernet 1/2

port-type provider-network
enable

PBB interconection node (BEB)

FIGURE 137 PBB interconection node (BEB) sample configuration

BEB-1 Configuration for Major ring B-VLAN 100
!
esi bvlan encapsulation bvlan
vlan 100
tagged ethe 1/1 ethe 1/2
!
erp 100
left-interface esi bvlan vlan 100 ethe 1/1
right-interface esi bvlan vlan 100 ethe 1/2
rpl-owner
raps-default-mac
rpl esi bvlan vlan 100 ethe 1/1
enable
!
interface ethernet 1/1
port-type backbone-network
enable
!
interface ethernet 1/2
port-type backbone-network
enable

BEB-1 Configuration for Sub-ring S-VLAN 200
!
esi svlan encapsulation svlan
vlan 200
tagged ethe 1/3
!
erp 200
right-interface esi svlan vlan 200 ethe 1/3
raps-default-mac
sub-ring parent-ring-id 100
enable
!
interface ethernet 1/3
port-type backbone-edge
enable
!
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PBB interconection node (BCB)

FIGURE 138 PBB interconnection node (BCB)

BCB-1 Configuration for Major ring B-VLAN 100
!
esi bvlan encapsulation bvlan
vlan 100
tagged ethe 1/1 ethe 1/2
!
erp 100
left-interface esi bvlan vlan 100 ethe 1/1
right-interface esi bvlan vlan 100 ethe 1/2
raps-default-mac
rpl esi bvlan vlan 100 ethe 1/2
enable
!
interface ethernet 1/1
port-type backbone-network
enable
!
interface ethernet 1/2
port-type backbone-network
enable

ERP support for PBB 
(Brocade MLX series and Brocade NetIron XMR)

As of NetIron R05.3.00 the Brocade MLX series and Brocade NetIron XMR platforms support PBB 
using a local VPLS infrastructure.

To support ERP over a PBB network on the Brocade MLX series and Brocade NetIron XMR platforms 
will make use of topology groups. The ERP protocol will be run on a regular L2 VLAN which will be 
the master VLAN of the topology group and the VPLS VLANs which will carry the PB/PBB traffic will 
be member VLANs of the topology group.

Configuration requirements
• Configure regular L2 VLANs for ERP operation

• Configure PBB VPLS VLANs for carrying PB/PBB traffic
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• Configure the topology group

- ERP protocol over the master VLAN

- PB/PBB traffic over the member VPLS VLANs

Blocking of L2 protocols for PBB
The configurations discussed will be blocked

• ERP is the only protocol that will be supported for PBB in NetIron R05.3.00, any other protocol 
configuration with PBB is blocked.

• If a topology group is configured with PBB VPLS member VLANs, then only ERP can be enabled 
on the master VLAN.

• If the master VLAN of a topology group is enabled with a protocol other than ERP, then PBB 
VPLS member VLAN configuration will not be allowed on that topology group.

Sample configurations

PB Ring node

FIGURE 139 PB ring node

PE-2 ERP Configuration with regular VLAN 201
vlan 201
tagged ethe 1/1 ethe 1/2
!
erp 201
left-interface vlan 201 ethe 1/1
right-interface vlan 201 ethe 1/2
sub-ring
raps-default-mac
rpl vlan 201 ethe 1/2
enable
!

PE-2 Topology group configuration
!
topology-group 1
master-vlan 201
member-vlan vpls id 1 vlan 200
!
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PE-2 PBB Configuration with S-VLAN 200
!
tag-type 88a8 eth 1/1
tag-type 88a8 eth 1/2
!
router mpls

vpls pb-pbb 1
pbb
vlan 200
tagged ethe 1/1 ethe 1/2

PBB Interconnection node (BEB)

FIGURE 140 PBB Interconnection node (BEB)

BEB-1 ERP PB sub-ring with regular VLAN 201
!
vlan 201
tagged ethe 1/3
!
erp 201
right-interface vlan 201 ethe 1/3
raps-default-mac
sub-ring parent-ring-id 100
enable
!

BEB-1 topology group for PB sub-ring
!
topology-group 1
master-vlan 201
member-vlan vpls id 1 vlan 200
!

BEB-1 PB configuration with S-VLAN 200 and PBB configuration 
with B-VLAN 100 and ISID 10000
!
vlan 100
tagged eth 1/1 eth 1/2
!
tag-type 88a8 eth 1/1
tag-type 88a8 eth 1/2
tag-type 88a8 eth 1/3
!
router mpls
vpls pb-pbb 1
pbb
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vlan 200
tagged ethe 1/3
vlan 100 isid 10000
tagged ethe 1/1 to 1/2
!

PBB Interconnection node (BCB)

FIGURE 141 PBB Interconnection node (BCB)

BCB-1 Configuration for Major ring B-VLAN 100
!
vlan 100
tagged ethe 1/1 ethe 1/2
!
tag-type 88a8 eth 1/1
tag-type 88a8 eth 1/2
!
erp 100
left-interface vlan 100 ethe 1/1
right-interface vlan 100 ethe 1/2
raps-default-mac
rpl vlan 100 ethe 1/2
enable
!

BCB-1 Configuration for Sub ring B-VLAN 100
!
vlan 100
tagged ethe 1/3
!
tag-type 88a8 eth 1/3
!
erp 101
left-interface vlan 100 ethe 1/3
sub-ring parent-ring-id 100
raps-default-mac
enable
!
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Parent ring ID configuration

FIGURE 142 Parent Ring ID configuration

• Each sub-ring will be connected to either a major ring or a sub-ring which is referred to as a 
parent ring.

• In Figure 142 ERP instance 1 is the parent ring for sub-ring ERP instance 2 and ERP instance 2 
is the parent ring for sub-ring ERP instance 3.

• If both the major ring and sub-ring are running on the same VLAN then the parent ring can be 
identified based on the VLAN, However, if they are running on different VLANs (especially in 
PB/PBB networks) with multiple ERP instances then the administrator must specify the parent 
ring ID using the sub-ring parent-ring-id <erp_id> command.

• The sub-ring parent-ring-id must be configured on the sub-ring ERP instance of an 
interconnection node.

RAPS-propagate-tc

FIGURE 143 RAPS-propagate-tc

• The RAPS-propagate-tc command must be configured on the sub-ring ERP instance.

• When the raps-propagate-tc command is configured, any topology change on the sub-ring will 
be communicated to the major ring by sending a R-APS(Flush event). This results in a FDB flush 
on all the major ring nodes.

• The RAPS-propagate-tc configuration is required only when a node is present in between two 
interconnection nodes (for example: Node-4 in above topology).
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Node-3 Configuration for Major ring VLAN 100
!
vlan 100
tagged ethe 1/1 ethe 1/3
!
erp 100
left-interface vlan 100 ethe 1/3
right-interface vlan 100 ethe 1/1
raps-default-mac
enable
!

Node-3 Configuration for Sub ring VLAN 100
!
vlan 100
tagged ethe 1/2
!
erp 200
right-interface vlan 100 ethe 1/2
raps-default-mac
sub-ring parent-ring-id 100
raps-propagate-tc
rpl vlan 100 ethe 1/2
enable
!

FIGURE 144 RAPS-propagate-tc configuration

A and B are end-points exchanging traffic, active path is as indicated by green line.

FIGURE 145 RAPS-propagate-tc topology change
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• When the link connecting Node-1 and Node-2 goes down, it results in topology change on the 
sub-ring.

• To restore the traffic between endpoints A and B, an FDB flush is performed on all sub-ring 
nodes, interconnection nodes (Node-3 and Node-5) and Node-4.

The sequence of events for restoring the traffic

When the link connecting Node-1 and Node-2 goes down, it results in topology change on sub-ring 
resulting in following events:

• The topology change on the sub-ring results in the generation of R-APS(SF) PDUs by Node-1 
and Node-2 in addition to flushing their own FDBs.

• Node-3 and Node-5 on the reception of R-APS(SF) perform an FDB flush on the sub-ring ERP 
interface 1/2.

• Node-3 and Node-5 will also perform an FDB flush on the major ring interfaces 1/1 and 1/3. 
The major ring on which the FDB needs to be flushed is identified by the configured 
parent-ring-id.

• If the raps-propagate-tc command is configured on the sub-ring instance of Node-3 and 
Node-5, it will result in the generation of R-APS(Flush event) PDUs on major ring interfaces, on 
reception of this PDU all major ring nodes will perform FDB flush.

After the above events, the active path changes as indicated by green line in Figure 145.

In Figure 145, only Node-4 needs to be flushed to restore traffic between endpoints A and B. 
However, other nodes (Node-6 and Node-7) will also flush due to reception of R-APS(Flush event) as 
per standard. Due to this, raps-propagate-tc must be configured only when a node (Node-4) exists 
between interconnection nodes (Node-3 and Node-5).

Viewing ERP operational status and clearing
ERP statistics

You can view operational status and statistics and clear statistics for all links or particular links.

Viewing ERP operational status and statistics
To view ERP statistics, enter the following command on the RPL owner:

Syntax: show erp [<enter> | <erp_id>]

To view ERP information for all links, enter show erp followed by pressing the Enter key (carriage 
return). To view statistics for a particular link, enter the ERP ID after the command.

Example output:

Brocade#show erp 7

ERP 7(version 2)- VLAN 504

==================================================================

Erp ID Status Oper Node Topo

state role group
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1 enabled Idle rpl-owner -

Ring type WTR WTB Guard Holdoff Msg

time(min) time(ms) time(ms) time(ms) intv(ms)

Major-ring 5 7000 2000 0 1000

I/F Port ERP port state Interface status Interface type

L 1/12 blocking normal rpl

R 1/11 forwarding normal non-rpl

RAPS sent RAPS rcvd RAPS dropped RAPS ignored Oper state changes

3 3 0 0 0

Table 137 summarizes the table fields and their meanings.
hhh’’’

TABLE 137 Summary of CLI output for show erp command

This field... Displays...

ERP id The ERP ID is the number that was configured at setup. The ERN appends this 
number to the permanent portion of the MAC address (01-19-A7-00-00) used 
for ERP.

Status  Enabled or disabled

Operational state  Init, Idle, Protection, Manual Switch, Forced Switch or Pending

Node role rpl-owner, non-rpl-node or rpl-node

Topology group <topology group id> or “- “ ( - means N/A)

Ring type Major-ring or Sub-ring

Timers Configuration value for each timer

Interfaces (I/F) L (left) or R (right)

Port <slot/port>

ERP port state: disabled, blocking, forwarding

Interface status: normal, signal-fail, manual-switch or forced-switch

Interface type: rpl or non-rpl

RAPS sent: RAPS sent by MP (self generated)

RAPS rcvd: RAPS received by MP

RAPS dropped: RAPS dropped by MP

RAPS ignored: RAPS ignored (for example, the guard-timer, or non regular type)
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Clearing ERP statistics
You can clear ERP statistics by entering the clear erp <erp_id> statistics command to clear the 
statistics of one erp instance. You can clear all ERP statistics by entering the clear erp statistics 
command to clear the statistics of all erp instances.

Brocade# clear erp 7 statistics

Syntax: clear erp <erp_id> statistics 
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